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Processor Exceptions

what happens if something does not work as required
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ARM Cortex-M Exceptions

what happens if something does not work as required
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Exception (HardFault) Handling

ARM Cortex-M has one actual exception, HardFault
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= the exception table of RP2040 at address 0x1000 0100, RP2350 at address 0x1000 0000

= the processor generates a Reset exception when it starts
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Interrupts

for ARM Cortex-MO+
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ARM Cortex-M Interrupts

some hardware device notifies the MCU
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Interrupt Handling

ARM Cortex-M
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= the interrupt vector (table) of RP2350 starts at
address 0x1000_0040 (after the exceptions table
with 15 interrupts)

=  ARM Cortex-MO+ has a maximum of 32 IRQs

=  ARM Cortex-M33 has a maximum of 480 IRQs



Exceptions are Software Interrupt Requests

with a negative IRQ number and a higher priority
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Boot

of the RP2040 and RP2350
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Boot

how the ARM Cortex-M starts

Error:

Read Interrupt Invalid
Vector/Table from
@start_address

Set Stack
Succes

Pointer

Jump to Reset
Exception Handler

» the start_address for RP2040 is 0x1000_0100
= the start_address for RP2350 depends on the Start Block items
= RP2040 & RP2350 have another boot loader that it loads from 0x0000 0000
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B O Ot Flash Storage
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[ 0x100 I Initial Stack Address J
Internal Boot Loader [ 0x104 I Reset Handler }-. ___:
[ 0x108 [ NMI Handler } :
ie Show USB 1
BOOTSEL Erie [ 0x10c I HardFault Handler } s
Pressed 1 :
NO Boot Loader § Q2 E 1
@x1000_0000 § E [ 0x12c I SVC Handler } :
Ny : '
25 < ' .
= N |
5 § [ 0x138 I PendSV } Jump :
= to .
— Jump to Lockup main H
I s o 0x13c SysTick Handler i Jump to
Handler Reset 1 panic
Load Invalid 0x140 ISR O ' handler
Interrupt H 3
Vector Jump to 0x144 ISR 1 }" Ok EEE LR T !
Set Stack Reset ! ' '
Exception S e I TR S H ! '
Handler Instruction ! H ;
Ox1bc ISR 31 ] 1 Jump when |
> 5 IRQ 1 fires !
0x1c0 ! .
. . . . — < ! !
The internal boot loader cannot be overwritten and assures that bricking Code L
< ] :
. . . © .text S !
the device is difficult. 8 DR
£
Q
=}
o
(@]
Data
.rodata & .data

N J

* drawing is not at scale, code and data are significantly greater than the interrupt vector




B O Ot Flash Storage

0x000 Initial Stack Address
The RP2350 boot process
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Set Fault Handler

bare metal, pac or embassy-rs

// defined by the cortex-m-rt crate
pub struct ExceptionFrame {

rd: u32,

rl: u32,

r2: u32,

r3: u32,

rl2: u32,

lr: u32,

pc: u32,

Xpsr: u32,

HardFault never returns

3 panic!("HardFault {:?}", frame);



Set SysTick Handler

bare metal, PAC or embassy-rs

3 // execute at a fixed interval



Set Interrupt Handlers

embassy-rs already defined the interrupts as it needs them

TIMER_IRQ_0 6 | XIP_IRQ 12 [ DMA_IRQ_1 18 |SPI@_IRQ 24 | 1201_IRQ
TIMER_IRQ_1 7 | PIO@_IRQ O 13 | I0_IRQ_BANK® 19 |SPI1_IRQ 25 |RTC_IRQ
TIMER_IRQ_2 8 | PI0@_IRQ1 14 | 10_IRQ_QSPI 20 | UARTO_IRQ

TIMER_IRQ_3 9 PI01_IRQ_@ 15 | SI0O_IRQ_PROCG 271 |UART1_IRQ

PWM_IRQ_WRAP 10 | PI01_IRQ1 16 | SI0O_IRQ_PROCI 22 | ADC_IRQ_FIFO

USBCTRL_IRQ 11 |DMA_IRQ_®@ 17 | CLOCKS_IRQ 23 | I2c0_IRQ

// The name of the function has to match the
// interrupt name defined by the
// *Peripheral Access Crate* (PAC)
unsafe fn IO0_IRQ_BANKO() {
// so some work when a pin interrupt triggers

(o) N @ e S U B S



Use interrupts in embassy-rs

embassy-rs registers interrupt handlers and exposes a high level API

IRQ | Interrupt Source | IRQ | Interrupt Source | IRQ | Interrupt Source | IRQ | Interrupt Source | IRQ | Interrupt Source
0 TIMER_IRQ_O 6 XIP_IRQ 12 |DMA_IRQ_1 18 |SPIO_IRQ 24 |1201_1RQ
1 TIMER_IRQ_1 7 PI0@_IRQ_0 13 | I0_IRQ_BANK® 19 |SPI1_IRQ 25 |RTC_IRQ
2 TIMER_IRQ_2 8 PI0@_IRQ_1 14 | 10_IRQ_QSPI 20 |UART@_IRQ
3 TIMER_IRQ_3 9 PI01_IRQ_@ 15 | SI0_IRQ_PROCO 21 | UART1_IRQ
4 PWM_IRQ_WRAP 10 |PI01_IRQ_1 16 | SI0_IRQ_PROCT 22 | ADC_IRQ_FIFO
5 USBCTRL_IRQ 11 | DMA_IRQ_O 17 | CLOCKS_IRQ 23 | 1200_IRQ
9 // waits for interrupt (sent by button)

10 // I0_TRQ_BANKO
11 button.wait_for_high().await;



Conclusion

we talked about

Exceptions

Interrupts

How the RP2040 and RP2350 boot and load the software



